Dangers Associated with Online Play and Learning
warns parents and educators that "although ICT offers children wonderful opportunities for learning, it exposes them to risks and dangers unknown to previous generations" (p. 77). She describes four risks associated with children's ever-growing access to ICT:
1. inappropriate contact (e.g. stalking and grooming) 2. inappropriate content (e.g. violence and pornography) 3. commercialism (i.e. unwanted marketing and advertising aimed at young children) 4. negative culture (e.g. cyberbullying and infringement of copyright laws)
Inappropriate Contact
In the scenario provided at the beginning of this chapter, Ania's mother is lured into a false sense of security by the safety claims posted on a virtual world website. According to Panfu (Goodbeans 2014) , a user who is caught violating the website's policies will have his/her account locked for up to 24 h. If violations persist, the user's membership may be terminated. It is likely that Panfu's moderators would have locked the account of the user who asked for the name of Ania's school and her address; however, at that point, the damage may have already been done and Ania could possibly become the victim of an online predator. Online predators often stalk their victims or use grooming to build trust, set up a meeting, manipulate, or seduce a child (North Carolina Department of Justice 2014). Ey and Cupit (2011) define grooming as "seducing children by feigned attention, affection, kindness and empathy" (p. 55). Sexual predators find grooming online much easier than "face-to-face" grooming because they can hide their true identities. By pretending to be another child, predators are able to gain trust and get information about a child's support system and daily routines. If a predator feels that a child is vulnerable, he/she may use flattery, gifts, threats, or intimidation to exert control (Parents Protect, 2014) . In addition, "pedophiles routinely introduce pornography to set the stage for abuse. Children of all ages are curious about sex, and it is not difficult to hold their attention with this material" (Wooden 2014, para. 14) . Many adults would be surprised to know how easy it is for a child to stumble upon pornography while surfing the Internet.
Inappropriate Content
Both legal adult pornography and illegal child pornography are just a click away on the Web. In fact, children don't have to be looking for sexually explicit material to find it. By simply clicking on the wrong link or misspelling a web address, children can find themselves looking at a website with inappropriate content (National Center for Missing and Exploited Children 2014). Besides sexually explicit material, children may also stumble upon sites that glorify risky or illegal behavior and violence.
The American Academy of Pediatrics recognizes exposure to media violence…as a significant risk to the health of children and adolescents. Extensive research evidence indicates that media violence can contribute to aggressive behavior, desensitization to violence, nightmares, and fear of being harmed. (American Academy of Pediatrics 2001 Pediatrics , p. 1222 Dr. Eugene Beresin, the Director of Child and Adolescent Psychiatry Residency Training at Massachusetts General Hospital and McLean Hospital, claims that, "before age 4, children are unable to distinguish between fact and fantasy and may view violence as an ordinary occurrence" (2013, para. 3). Although there is more evidence on the effects violent television programming has on youth, studies are beginning to emerge on the incidence of violence on the Internet and the impact of violent video games. According to Dr. Beresin, "the fact that the child gets to act out the violence, rather than to be a passive observer, as when viewing television or movies, is especially concerning to experts" (2013, para. 4) . Equally concerning to experts is the effects of commercialism on young children.
Commercialism
Unable to distinguish between commercials and regular programming on television, children under the age of four or five are susceptible to persuasion and misleading advertising (Kunkel 2001) . Greenfield (2004) argues that it is even more difficult for young children to distinguish between regular Web content and commercials on the Web. It is not until age seven or eight that children begin to realize that the purpose of commercials is to sell products (Kunkel 2001) .
Two broad categories of online advertising practices pose threats to childreninvasion of privacy and deception. Invasion of privacy includes: (1) eliciting personal information from children through the use of prizes, games, and surveys; (2) monitoring children's online activities and compiling detailed personal profiles; and (3) designing personalized advertising aimed at individual children. Deception includes: (1) designing advertising environments to capture children's attention for extended periods of time; (2) seamlessly integrating advertising and content; and (3) creating product "spokes-characters" to develop interactive relationships with children (Montgomery and Pasnik 1996) . Greenfield (2004) contends that there is another developmental issue raised by the marketing of products to young children on the Internet-the socialization of materialism.
Consumer socialization keeps the economy going, but, from the point of view of human values, is this what we want for our children's development: to measure identity and success in terms of possessions and, particularly, branded possessions? (Greenfield 2004, p. 753) Furthermore, online advertising often leads to conflicts between parents and their children. If parents deny their children the material possessions they see in online advertisements, children may become upset or resentful. "This is not a positive developmental experience for the child; nor is it an ideal condition of socialization when a parent has to fight such an all-persuasive socializing environment as the Internet" (Greenfield 2004, p. 754) . Like commercialism, negative online culture can also hinder the positive development of young children.
Negative Culture
Negative online culture can take many forms including cyberbullying and internet piracy. According to KidsHealth (2014) , cyberbullying is "the use of technology to harass, threaten, embarrass, or target another person" (para. 4). Although most research on cyberbullying focuses on children from ages 9-18, cyberbullying can begin as soon as children start using the Internet (iKeepSafe 2014), and it can take many forms including: text messages, tweets, videos posted to YouTube, comments to photos posted on Instagram, or responses to status updates on Facebook. Young children who are cyberbullied may suffer from anxiety, depression, and other stressrelated disorders (KidsHealth 2014). Unfortunately, it is often difficult to identify a cyberbully because, on the Internet, bullies can hide behind screen names and avatars (Rivers and Noret, 2009) .
Less threatening to the health and welfare of children, but just as serious, is the negative online culture of internet piracy. Schwartz (2001) argues:
As children have access to computers earlier and earlier in their educational careers, experts in piracy, hacking and other forms of Internet mischief say that any effort to tackle the illicit trade in digital goods-including video games, computer software, music and even movies-should be looking at a younger crowd. (p. C1) According to Farber, children who illegally download music and videos and see nothing wrong with it become the internet pirates of the future (as cited in Schwartz 2001) .
In the summer of 2012, major internet service providers in the U.S. began warning users to stop downloading illegally-copied material. Users are warned a few times before legal action is taken. Whether children are knowingly downloading pirated material, or clicking on a link just because they want to listen to a song or watch a movie, does not matter. Parents can be held accountable for their children's actions. Therefore, it's very important that young children be taught computer ethics, including positive internet culture, as soon as they begin using the Internet (Owens 2012) .
International Laws, Government Regulatory Practices, and Professional Standards that Protect Children from Online Dangers
Protecting children from online dangers can be a daunting task for both parents and educators. Parents and teachers simply cannot monitor children's activity on the Internet 24/7. Darlington (2010) contends:
In the context of homes, PCs-or, increasingly other Internet access devices like game consoles or mobile phones-are not always in the living room but often in a bedroom or study and, in any event, a parent cannot be expected to stand over the child at all times. In the context of schools, a teacher may have up to 30 children using computers at the same time and again cannot be monitoring the usage by every child on a continuous basis. Therefore, while parents and teachers must exercise responsibility, they should be assisted by other approaches including the taking down of sites with criminal content and the filtering of sites with offensive or inappropriate content. (para. 20)
Country
Law/regulation Description Australia Australian Communications and Media Authority (ACMA)
Works with consumers and other stakeholders in the communications industry to achieve active self-regulation and co-regulation Acts to ensure compliance with license conditions, codes and standards, and the collection of both federal and state laws that apply to internet content Canada Nova Scotia Cyber Safety Act of 2013
Gives greater powers and responsibilities to principals and school boards through amendments to the Nova Scotia Education Act Parental responsibility for cyberbullying in some circumstances Creation of a cyber investigative unit Victims of cyberbullying may apply for protection order from the court New statutory tort of cyberbullying which permits individuals to sue for damages or obtain an injunction New Zealand
Communications (New Media) Bill of 2012
A penalty of up to 3 years in jail for inciting someone to commit suicide through internet, texting, or any other means Using a communications device to cause harm (sending or posting any message that is "grossly offensive, indecent, obscene or menacing" or "knowingly false") is punishable with up to 3 months in jail or a $ 2,000.00 fine United Kingdom Data Protection Act of 1998 Requires every organization processing personal data to register with the ICO (Information Commissioner's Office) Prime Minister, David Cameron, Plans Crackdown on Internet Pornography in 2014
Possessing violent pornography depicting rape scenes will become a crime Restrictions to online streaming video Internet giants will face tough new laws if they fail to blacklist key search terms Internet service providers will introduce a "default on" filter that will oblige homeowners to "opt in" to receive sexually graphic material Warning pages that pop up if users try to access illegal content The Child Exploitation and Online Protection
Centre will be given greater powers to trace pedophiles who search using blacklisted phrases Internet industry has already agreed to use a database to proactively scan, block, and remove unacceptable images In recent years, several international laws and government regulatory practices (see Table 16 .1) have been developed to protect children from online dangers.
In addition, the International Society for Technology in Education (ISTE) developed National Educational Technology Standards (NETS) in 2008 which require cyberethics, cybersafety, and cybersecurity be taught in schools. The NETS were originally written for students, teachers, and administrators; however, they have recently been expanded to include coaches and computer science educators. No longer known as the NETS, the ISTE Standards focus on best practices in the teaching and learning of technology skills. Several countries have adopted the ISTE Standards because they:
• improve higher-order thinking skills, such as problem solving, critical thinking, and creativity; • prepare students for their future in a competitive global job market; • assist educators in designing student-centered, project-based, and online learning environments; • guide systematic change in schools to create digital places of learning; Requires appropriate online behavior be taught in schools • Standard 1.3.5-Use information technology responsibly.
• Standard 3.1.6-Use information and technology ethically and responsibly.
• Standard 4.3.4-Practice safe and ethical behaviors in personal electronic communication and interaction. (AASL 2007, p. 4, 6, 7) .
Cybersafety Tips and Resources for Parents, Educators, and Children
Although laws, regulations, and standards have been written to protect children from online dangers, parents and educators must be proactive in ensuring that children practice cybersafety in the home and at school-especially since many young children are unaware that there's anything dangerous about the Internet. Dodge et al. (2011) interviewed 37 kindergarten, first, and second graders and found that only 16 of the children mentioned any "bad things" about the Internet, and only 20 of the children could name specific "bad things" when prompted. The 17 children who could identify "bad things" about the Internet mentioned the following:
• It breaks down sometimes.
• people who try to get your information • junk mail • blue screen • when the Internet gets a cold or virus (p. 94)
None of the children mentioned anything about Internet predators, inappropriate content, commercials, or bullying. Another study of young children's understanding of the risks associated with Internet use found that "while many children demonstrated proficiency in recognizing some of the potential dangers of the Internet, they did not spontaneously recall them or always respond in ways that would maintain their safety" (Ey and Cupit 2011, p. 61) . Almost half of the 57 5-8-year-old children who were interviewed felt that it was safe to meet with people they only knew from the Internet because:
• They "knew" the person from their online interactions with him/her.
• They assumed they were interacting with another child.
• They were responding to an attractive birthday party or play date invitation.
• They were willing to take a risk because the person seemed trustworthy.
According to Ey and Cupit (2011) , these responses raise serious concerns because "children's natural disposition to trust and the ease with which their focus can be diverted from safety to fun are characteristics paedophiles prey on" (p. 62).
Equally troubling responses were given to the question, "Who has taught you what you know about the Internet?" Of the 47 children who gave individual responses, the majority of the children ( n = 21) claimed to be self-taught. Only 13 of the children said that their parents taught them what they know about the Internet, and even less ( n = 3) said they learned about the Internet from their teachers. Other responses included siblings under 18 ( n = 5), other relatives ( n = 4), and other adults not related to them ( n = 1).
Today's children are teaching themselves about the Internet because adults are not sufficiently conversant with new technologies and/or are not providing necessary guidance or supervision. During their interviews of 37 kindergarten, first, and second graders, Dodge et al. (2011) found that 75 % of their participants use the Internet by themselves. For children to be safe online and learn the appropriate purposes and functions of the Internet, parents and educators must "actively participate" when children are using technology (Grey 2011, p. 79) . There are many ways adults can actively participate in children's use of cybertechnologies and cybersafety education.
Tips for Parents
The following tips, provided by the San Diego County District Attorney (2010), provide comprehensive guidance for parents who want to take a proactive approach to protecting their children online:
1. Place your computer in a common area of the house. 2. Educate yourself about computers and the Internet. 3. Spend time with your children online. 4. Make reasonable rules and set time limits. Enforce them! 5. Educate yourself and your child about the dangers of the Internet. 6. Do not allow your child to go to private chat rooms, especially when you are not present. 7. Reinforce the guiding rule, "Don't talk to strangers." 8. Put accounts in your name and know your child's passwords. 9. Never allow your children to arrange a face-to-face meeting with someone they met online without your permission. 10. Do not let your child give out any personal information of any kind on the Internet. 11. Do not let your child download or upload pictures without your permission. 12. Utilize your Internet service provider's parental controls and commercial blocking and filtering software tools. 13. Be sensitive to changes in your child's behaviors that may indicate he/she is being victimized. 14. Be alert to a teenager or adult who is paying an unusual amount of attention to your child or giving him/her gifts. 15. Be aware of other computers your children could be using. 16. Be aware of your child using another person's screen name. 
Tips for Educators
Like parents, "teachers need a thorough understanding of the risks and dangers of internet use and a familiarity with the relevant tools and policies" (Grey 2011, p. 79) . Rob Nickel, former 14-year veteran of the Ontario Provincial Police, spent 7 years working undercover to catch and prosecute online child predators. He offers the following tips to teachers for cybersafety in the classroom:
1. Familiarize yourself with the dangers associated with online play and learning before entering the classroom. 2. Familiarize yourself with the applications your students are using on the Internet. 3. Make sure you know what applications, filters, and child protection software is installed on your school's computers. 4. Dedicate one class to a discussion of classroom policies and procedures for Internet use. Make students aware of activities they are allowed to engage in as well as those they are not. 5. Avoid letting students search and wander on the Internet. They could end up entering areas that are unsafe and may see things they should not be viewing. Select a few sites of interest and stay focused. 6. Watch for students who turn monitors off quickly, minimize screens when you walk by, laugh at something on the screen, group around someone else's computer, or look embarrassed. 7. Reward students who are acting responsibly in the class when on the Internet.
Make them positive role models for the rest of the class.
8. Display positive messages around the classroom to reinforce the importance of Internet safety. 9. Instead of banning everything that students enjoy (chat rooms and email, for example) investigate ways in which you can use these technologies to enhance the teaching and learning experience. (para. 1-8)
Tips for Children
An excellent cybersafety policy to display in the early childhood classroom is the Childnet SMART Rules. Developed by Childnet International (2006) for Kid Smart, an award-winning safety program website for schools, these rules are simple and easy for young children to remember:
Safe Keep safe by being careful not to give out personal information-such as your name, email, phone number, home address, or school name-to people who you don't trust online.
Meeting
Meeting someone you have only been in touch with online can be dangerous. Only do so with your parents' or carers' permission and even then only when they can be present. Accepting Accepting emails, IM messages, or opening files, pictures or texts from people you don't know or trust can lead to problems-they may contain viruses or nasty messages! Reliable Someone online may be lying about who they are, and information you find on the internet may not be reliable.
Tell
Tell your parent, carer or a trusted adult if someone or something makes you feel uncomfortable or worried (para. 1-5).
In addition to Kid Smart, there are many other web resources that provide valuable information and training on cybersafety. Several of the websites that are designed for children deliver cybersafety curricula through virtual worlds and games. These sites are examples of ways in which adults can use children's online interests to, as Nickel (2004) recommends, "enhance the teaching and learning experience" (para. 8). Table 16 .2 outlines some of the best web resources for cybersafety/cyberethics education.
Summary
"Over the last 5-6 years, there has been a substantial increase in internet usage by children under 9 years old" (Holloway et al. 2013, p. 4) . Young children are using the Internet to watch videos, play games, search for information, do their homework, and socialize in virtual worlds. As evidenced by the chapters in this book, internet-capable technology has the potential to (1) support young children's visual and digital literacies, (2) promote creativity and arts-based learning in young children, (3) support culturally and linguistically diverse learners and young children with disabilities, (4) Stay Safe Online: Parent Resources http://www.staysafeonline.org/data-privacy-day/parent-resources/ Provides information on child identity theft, online privacy, sexting, sextortion, social networking, and tracking kids online. Also provides links to guides and videos.
Ten Simple Steps to Internet Safety http://www.commonsensemedia.org/blog/10-simple-steps-to-internet-safety Instructs parents on how to (1) find the good stuff (and avoid the not-so-good);
(2) explain how to recognize ads; (3) teach responsible online behavior; and (4) encourage digital citizenship.
Educators Brainpop Educators http://www.brainpop.com/educators/ community/bp-jr-topic/internet-safety/ Provides ideas for internet safety lessons, a downloadable internet safety poster, and a game for teaching internet safety skills. Webonauts Internet Academy http://pbskids.org/ webonauts/ Empowers kids to make responsible and respectful decisions in their online interactions. Taking on the role of a Webonaut, kids explore a series of missions that teach key issues of web safety and digital citizenship. thinking skills, and (5) support infant and toddler language development. However, there are also drawbacks to allowing young children to use internet-capable technology. The Internet exposes children to inappropriate contact, inappropriate content, commercialism, and negative culture. These threats to the safety and well-being of children have prompted many countries to develop laws and regulatory practices that govern minors' access to certain material on the Internet. In the United States, many of these laws have been overturned or challenged in the courts because they infringe upon the First Amendment right to free speech. Consequently, "as soon as young children begin to engage with cybertechnologies, they should also begin cybersafety education" (Grey 2011, p. 77) . According to Grey (2011) , early childhood centers and elementary schools should use a multi-layered approach to cybersafety and work with parents to ensure that young children are protected from the dangers of the Internet. Grey's multi-layered approach includes tools (such as child-friendly search engines, firewalls, and filters), rules (including policies, procedures, and responsibilities), and education (including dialogue with young children on the benefits and risks of internet-capable technologies).
Through gentle conversations, children will gradually understand that the virtual world is not the real world, and that virtual friends may not be real friends, but they will do so in a way that empowers them to feel control over their use of technology, rather than afraid to engage with it. (Grey 2011, p. 80) 
